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Product Change Notification

i.MX 6UltraLite Silicon Revision Update

The following erratas were fixed in silicon revision 1.2 (Maskset ID 2N52P):

• ERR010690 SNVS: SNVS_LP Registers Reset Issue
• ERR010873 ROM: Secure boot vulnerability when authenticating a certificate
• ERR010872 ROM: Secure boot vulnerability when using the Serial Downloader

The text below is copied from Chip Errata for the i.MX 6UltraLite, Rev. 2.2 and preliminary errata on the two 
i.MX security vulnerabilities. Final versions will be incorporated into the Chip Errata document at a later date.

ERR010690 SNVS: SNVS_LP Registers Reset Issue

Description
SNVS_LP registers may be reset during system power down or power up.

Conditions
Reset of the SNVS_LP registers may happen when VDD_SOC_IN is ramping 
down earlier than VDD_HIGH_IN.

Projected Impact
All registers inside SNVS_LP may be reset.

ERR010872 ROM: Secure boot vulnerability when using the Serial Downloader

Description

A secure boot vulnerability has been identified that affects the Serial Download 
Protocol (SDP) when the device is configured in security enabled mode. SDP could 
be used to download a small section of code to an unprotected region of memory. 
In doing so, under certain conditions, a possibility exists that this section of code 
could be maliciously modified to allow an unauthorized image to run.

Conditions

This security vulnerability is only present if all of the following conditions exist:

➔ Direct physical access to the SDP port on the target device must be available to 
make a serial downloader connection. Remote access to the SDP port is innately 
not possible. Designs without direct physical access to the SDP port are not affected.

➔ A specific mechanism is required to switch the target device into Serial Downloader 
mode, in which the SDP can run. NXP can provide details of the mechanism and 
guidance on methods and techniques to avoid it.

➔ This vulnerability only impacts devices configured in a security enabled mode. 
Designs not using security enabled mode are not affected.

Projected Impact

The impact of this vulnerability depends on the end customer implementation. 
A customer programmable eFUSE is available to disable the SDP port, thereby 
completely preventing this vulnerability.
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ERR010873 ROM: Secure boot vulnerability when authenticating a certificate

Description

A secure boot vulnerability has been identified in the High Assurance Boot (HAB) during 
the parsing of a certificate in a security enabled configuration. Specific functions are used 
to process a certificate from its native form. Under certain conditions, it is possible to 
bypass the signature verification by using a specially crafted certificate. Consequently, 
this could lead to the execution of an unsigned and unauthorized image on the target.

Conditions
➔ Physical access to the target device can facilitate loading the specially crafted certificate.

➔ This specially crafted security certificate could also be delivered via an Over-the-Air (OTA) 
update. In this case, physical access to the device is not required. Designs that prevent 
physical access to the device and do not utilize OTA updates are not affected.

➔ In general, it is believed that OTA implementations will be designed such that no 
unauthorized material can be downloaded. However, if unrelated malware is present 
on the system it could by using this vulnerability potentially make itself persistent.

➔ Only impacts devices configured in a security enabled mode. 
Designs that are not using security enabled mode are not affected.

Projected Impact

The impact of this vulnerability depends on the end customer implementation.

Workarounds

➔ There is no software workaround available to prevent this vulnerability for the affected 
devices because the vulnerability is in the Boot ROM which cannot be updated in the field.

➔ A possible mitigation against physical (local) attacks is to prevent access to the respective 
SDP ports used in the final production board design.

➔ To prevent remote exploitation of this vulnerability for products in the field, NXP 
recommends that OTA mechanisms implement validity and/or conformity checks for any 
newly downloaded images. Such checks should already be part of the customer OTA 
implementation to ensure that the update was from a trusted source and not altered or 
corrupted. For this reason, remote access is believed to be unlikely in practical system 
implementations.

➔ For mitigation options an engineering bulletin “Mitigation for the Secure Boot 
Vulnerabilities (EB00854)” is available through the NXP Support channels.

Software requirements

none

Milestones

Date of migration: End of 2017

Ordering information

no change

Should you have any issues with the timeline or content of this change, please contact the Ka-Ro electronics. 
No response from customers will be deemed as acceptance of the change and the change will be implemented 
pursuant to the key milestone set forth in this PCN.
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